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Committed with

training
ARP Security Training is an exclusive training 

portal. Our goal is to provide you with the skills, 

experience and confidence you need for professional 

success according to the Deloitte certification that you 

will obtain upon successful completion.

Discover the courses that 

best fit with you and advance 

professionally



Professional

Solutions

On our site you will find more than 25 courses online divided 

in 9 categories and 4 levels, so you be yourself who suits 

your own schedule and pace of learning, but also have flexible

plans and specialized teachers, so if you need classroom 

training for groups, we can also provide it.

ARP Security Training and Deloitte offer an online platform to 

provide training related to the world of cybersecurity, including  

courses in different fields of specialization (Ethical Hacking, 

Secure Development, Forensic Analysis, etc.). Our catalogue 

covers a wide range of courses, from awareness training for 

non-technical personnel to highly specialised courses for 

participants with previous knowledge of the subject matter.



How to purchase a course 100% safe

FIND YOUR COURSE

Search among the more than 25 

courses divided into 9 

categories and 4 levels, we offer 

the one that best suits your

needs. 

Courses can be done online or

on-stie (mínimum 10 attendees). 

Check our calendar or request

the course

without commitment.

1

REGISTRATION

Make your purchase with total 

security in the payment and 

management of it. If there is 

any incident you will have a 

human team that will help you.

Take advantage of the 

promotional codes to make yo

ur purchase now and start your

course on the date you

indicate.

2

MAKE YOUR COURSE

You will receive an email to 

confirm your purchase and 

another one with the instru

ctions to access to the Deloi

tte´s platform and your user

and password into 72 hours.

Make your pre-registration

for on-site courses and we

will contact you to give you

all the information you need.

3

GET YOUR CERTIFICATE

Once the course is completed 

satisfactorily, receive your 

Deloitte´s certificate.

Online courses give you the

flexibility needed to adapt your

time and schedules to the

course, and if you need to

extend it, you just have to

contact us.
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Catalogue
Available courses



D-CFIA: Deloitte Certified Forensic

Investigator Associate

D-CSPA: Deloitte Certified Secure

Programmer Associate

Deloitte Cyber Academy offers 4 certifications

that are made up of content that is developed 

and delivered onsite by subject-matter experts. 

The courses are 30 hours long. In order to obtain 

the certification, participants need to achieve a 

score of at least 70% in the final exam. We also 

recommend that students attend at least 80% of 

the classes in order to achieve the course 

objectives. 

The content of the course can be partly adapted 

to meet specific client needs (a minimum of 10 

students is required in this case).

D-CREA: Deloitte Certified Reverse 

Engineer Associate

D-CEHA: Deloitte Certified Ethical 

Hacking Associate

On-site courses

Certificaciones



Investigating security incidents, system failures, information theft, and 

cases of espionage are extremely complex tasks. In this course, 

students will learn how to carry out effective forensic investigations 

and how to obtain optimal results and digital evidence that can be 

used in legal proceedings.

The course studies the tools and techniques required to carry out 

forensic investigations on compromised targets in order to find and 

extract digital evidence that can be used to prove which operations 

have been performed on the target.

30h

Requirements: Knowledge of operating systems 

(Windows and Linux) and TCP/IP networks

Syllabus

1. Introduction to forensic science

2. Laws and forensic science

3. The investigation process

4. The forensic laboratory

5. Evidence acquisition

6. Volatile evidence collection in Microsoft Windows

7. Forensic analysis with TSK and Autopsy

8. Forensic analysis with PyFLAG

9. Hard drives and file systems (FAT and NTFS)

10. Microsoft Windows forensic analysis

11. RAM memory forensic analysis

12. GNU/Linux systems forensic analysis

13. File analysis

14. Email analysis

15. Web browsing profile analysis

Más información en https://www.arpformacion.com/certificaciones-profesionales

Reference: D-CFIA

Certifications
+ 2 hours 

(exam)

https://www.arpformacion.com/certificaciones-profesionales


The aim of this course is to provide developers with training in secure 

programming and to help security auditors hone their skills in relation 

to the analysis and assessment of the source code of applications.

The course exposes students to various programming languages and 

development environments. The syllabus includes a detailed analysis 

of the risks found in each of the environments, as well as the best 

practices followed by the most experienced technicians in the 

development of secure and stable applications.

The programme also covers specific techniques to identify 

vulnerabilities in source code and to continually perform actions to 

extract data from compromised applications.

30h

Requirements: Knowledge of development and key 

security concepts.

Syllabus

1. Introduction

2. Know your enemy

3. Key concepts of secure development

4. Secure programming for e-commerce

5. Secure programming in JAVA and JSP

6. Secure programming in -NET

7. Secure programming in PHP

8. Secure programming in C/CPP

9. Secure client-side programming

10. Secure programming on web services

11. Secure mobile programming

12. Automated application security auditing with bugScout

Más información en https://www.arpformacion.com/certificaciones-profesionales

Reference: D-CSPA

Certifications
+ 2 hours 

(exam)

https://www.arpformacion.com/certificaciones-profesionales


The aim of the course is to teach students about reverse 

engineering and malicious code analysis. The course explains the 

functioning of the files that work at the lowest level of systems and 

networks.

The programme also includes the identification of unknown 

vulnerabilities and the development of client-side exploits from 

an auditor's perspective.

The course instructors are professionals based in Deloitte’s EMEA 

Delivery Center with expert knowledge of Internet Security Incident 

Response. The quality of their capabilities is reflected in the fact that the

y are CERT-certified (Computer Emergency Response Team).

30h

Requirements: Knowledge of programming and networks

Temario

1. Computer architecture (x86-32, x86-64, and ARM)

2. Programming languages, compiling, binding, 

debugging, and first reversing

3. Introduction to assembly language

4. Assembly language

5. Binary formats

6. Dynamic loaders

7. Static analysis

8. Dynamic analysis

9. Analysis of protected binaries

10. Shellcode analysis

Más información en https://www.arpformacion.com/certificaciones-profesionales

Reference: D-CREA

Certifications
+ 2 hours 

(exam)

https://www.arpformacion.com/certificaciones-profesionales


This course shows students how to identify vulnerabilities on 

networks, systems, and applications, determine the risks 

associated with each vulnerability, and define the corrective 

actions required. All this is done from a vendor- and 

technology-neutral perspective.

The course includes hands-on sessions right from day one, 

which see students perform real ethical hacking tests in a 

controlled environment on specific targets. It also includes IPv6 

network audit exercises.

Following a pedagogical and professional approach, this course 

is ideal for professionals who perform security auditing tasks on 

network or Internet infrastructures, such as security technicians, 

network administrators, and infrastructure architects.

30h

Requisitos: Basic knowledge of network devices, 

IPv4, relevant protocols (ICMP, ARP, IP, TCP, UDP, 

etc.), Microsoft© Windows, and GNU/Linux.

Syllabus

1. Introduction to security 

2. Footprinting and fingerprinting 

3. Network security 

4. Vulnerabilities 

5. Metasploit 

6. Credential-based attacks 

7. Malware 

8. Physical security of devices 

9. Web application security

Más información en https://www.arpformacion.com/certificaciones-profesionales

Reference: D-CEHA

Certifications
+ 2 hours 

(exam)

https://www.arpformacion.com/certificaciones-profesionales


For users interested in 

learning the fundamentals 

of  cybersecurity

Level 0 - Awareness

For advanced technical 

professionals and  industry 

experts

Level 2 - Professional

Level 1 - Associate

For users withbasic 

cybersecurity knowledge
For highly specialized

professionals

Level 3 - Expert



Available courses, with their Stock-keeping unit (SKU) and total study hours

Awareness

CSPNTO 101 – Cybersecurity Awareness 1 hour

CSPNTO 102 – Raising Awareness in Cybersecurity 1 hour

CSPNTO 104 – Cybersecuriry Awareness and Best Practices 5 hours

CSPEX 102 – Cybersecurity for Executive Teams 1 hours

Secure Development

DSDO 101 – Secure Development in Web Applications 30 hours

DSDO 103 – Introduction to Secure Development 5 hours

DSDO 202 – Secure Development oriented to Web Applications in JAVA 30 hours

DSDO 203 – Secure development focused on web applications with PHP 30 hours

• These courses can also be taught onsite/

Online

• The content of the course can be partly 

adapted .

• Students will receive certificates of 

attendance



Ethical Hacking

DEHO 101 – Introduction to Ethical Hacking 30 hours

DEHO 102 – Introduction to Ethical Hacking for non-technical users 30 hours

DEHO 103 – Pentesting 30 hours

DEHO 201 – Web application audit 30 hours

DEHO 202 – Microsoft Windows-based system audit 30 hours

DEHO 203 – GNU/LINUX, UNIX and BSD-based system audit 30 hours

DEHO 204 – Port and network layer Ethernet communication system audits 30 hours

DEHO 301 – Advanced audit on PHP/NET/Java web applications 30 hours

HYPO 102 – Use of Python in Ethical Hacking 30 hours

Available courses, with their Stock-keeping unit (SKU) and total study hours

• These courses can also be taught onsite/

Online

• The content of the course can be partly 

adapted .

• Students will receive certificates of 

attendance



Forensic Analysis

DFIO 101 – Forensic Analysis 30 hours

SIEM Technologies

SIEMO 101 – Introduction to SIEM 30 hours

SIEMO 102 – Managed Security Systems 30 hours

Reverse Engineering

DREO 101 – Introduction to Reverse Engineering 30 hours

DREO 301 – Shellcode design in Microsoft Windows 30 hours

Online courses available, with their Stock-keeping unit (SKU) and total study hours

• These courses can also be taught onsite/

Online

• The content of the course can be partly 

adapted .

• Students will receive certificates of 

attendance



Mobile Security

WEO 101 – Mobile Security 30 hours

Cyberintelligency and Cybersecurity

SCIO 101 – Cyber Security and Cyber Intelligency 30 hours

SCIO 103 – Intelligence applied to Cybersecurity 30 hours

Response to Security Incidents

CIRO 102 – Security Incident Response 30 hours

Available courses, with their Stock-keeping unit (SKU) and total study hours

• These courses can also be taught onsite/

Online

• The content of the course can be partly 

adapted .

• Students will receive certificates of 

attendance





Studies identify the human element as a key factor in the 

significant increase in the levels of cybercrime detected in 

recent years. These studies all highlight the need to create 

training programs directed to all users, in every context 

(business, government, defense, and  domestic), in order to 

provide a first line of defense against cyberattacks.

This course provides the basis to be able to understand risks, 

recognize fraud, learn about cyber best practices, and protect 

an organization's key assets.

The training is provided from the point of view of  Deloitte 

CyberSOC-CERT professionals as observers of cybersecurity 

trends at a global level.

1h

Awareness0
Level 0

Awareness

Requirements: None

Syllabus

1. Initial quiz

2. Basic concepts of cybersecurity

3. Overview of threats

4. Cyber-risks in everyday life and best practices to 

remedy them

For further information clic on https://www.arpformacion.com/concienciacion?lang=en

Reference: CSPNTO 101

https://www.arpformacion.com/concienciacion?lang=en


Ensuring the security of our devices, information, and digital 

Live is a process that requires continuous effort. We must adopt 

a series of habits at all times when using technology, whether in 

or  out of the office.

This is an introductory course to Cybersecurity that  provides a 

series of guidelines to follow both in and outside the work 

environment. This course also aims to raise awareness on the 

possible risks that may affect organization's or individual users.

Awareness

Syllabus

1. Introduction to cybersecurity

2. Risks that affect organisations

3. Cyber threats and dangers on the network

4. Good security practice on the network

5. Security in the workplace

6. Out-of-Office security

Requirements: None

Reference: CSPNTO 102

1h

0
Level 0

Awareness

For further information clic on https://www.arpformacion.com/concienciacion?lang=en

https://www.arpformacion.com/concienciacion?lang=en


The development of the Internet and new technologies has had 

a positive impact on people's lives. However, it has also 

exposed users and businesses to major threats. The threat 

landscape in cyberspace is challenging businesses, 

government institutions, and users in general. Technology has 

been integrated into people's lives at a dizzying rate, 

pre-empting the implementation of regulations, best  practices, 

or protocols.

This course offers an overview of cybersecurity, from its 

definition, its evolution to the present day, and the most  

common cyberattacks, to each of the threats found in 

cyberspace (social engineering, malware, etc.), as well as how 

to prevent them. The course is ideal for those seeking to obtain 

a basic knowledge of cybersecurity at a more general level.

Awareness

Syllabus

1. Introduction to cybersecurity

2. Risks that affect organisations

3. Cyber threats and dangers on the network

4. Good security practice on the network

5. Security in the workplace

6. Out-of-Office security

7. Conclusion

Requirements: None

Reference: CSPNTO 104

5h

0
Level 0

Awareness

For further information clic on https://www.arpformacion.com/concienciacion?lang=en

https://www.arpformacion.com/concienciacion?lang=en


The human factor is currently the weakest link in the cybersecurity

chain within a company, it is important to have the necessary 

training to raise awareness of the risks that we face in our daily 

lives, given that we are in constant contact with electronic devices.

This course teaches the basic security guidelines aimed at  

executives, given the confidential nature of the information that 

they handle on a daily basis. These profiles tend to be vulnerable 

to a variety of attacks, including theft of credentials or sensitive 

information that could cause significant damage to an organization.

For this reason, knowledge of security is extremely important for 

all workers who handle sensitive data or are in senior positions, 

not only for technical personnel.

Awareness

Syllabus

1. Introduction

2. Main threats

3. Impact and consequences

4. Human factor

5. Decision-making tools

6. Incident response

7. Conclusions

Requirements: None

Reference: CSPEX 102

1h

0
Level 0

Awareness

For further information clic on https://www.arpformacion.com/concienciacion?lang=en

https://www.arpformacion.com/concienciacion?lang=en


Ethical

Hacking



This course explains how to identify vulnerabilities on networks, 

systems, and applications from a vendor-neutral perspective, in 

order to establish the risks associated with vulnerabilities and the  

applicable corrective actions.

The course is intended for professionals with responsibilities 

related to security audits and Internet infrastructures, network and 

system administrators, security officers, and security consultants.

Ethical Hacking

Syllabus

1. Introduction to ethical hacking

2. Reconnaissance (Recon)

3. Fingerprinting

4. Scanning

5. Web attacks

6. Metasploit

7. Exploitation

8. Post-exploitation

Requirements: Knowledge of networks devices, 

IPv4, protocols (ICMP, ARP, IP, TCP, UDP, etc.),  

Microsoft© Windows, and GNU/Linux

Reference: DEHO 101 

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


Ethical hacking deliberately breaches an organization's security 

systems to reveal its vulnerabilities and develop solutions to fix 

them. This is done in a systematic and organized manner, with 

the prior written consent of the organization.

During this course, which is aimed at general users, students will 

be introduced to the practice of ethical hacking, terminology, 

phases, tools, attack techniques, security auditing, vulnerability 

management, and the use of Metasploit.

Ethical Hacking

Syllabus

1. Introduction to ethical hacking

2. Introduction to security auditing

3. Vulnerability management

4. Physical security of the computer systems

5. Metasploit

Requirements: Basic knowledge on security and 

Information Technologies

Reference: DEHO 102 

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


This new course offers an introduction to security auditing, also 

known as professional ethical hacking, that consists in breaching 

the security protocols of an organization by learning about its 

security status, weaknesses, and what actions should be taken in 

order to improve its security.

In this context, the course deals with the auditing of infrastructures 

and web and mobile applications. In addition, it explains the 

creation of auditing reports to be used in the labor market.

The course offers practical exercises that will help you to 

strengthen the knowledge acquired while studying the different 

modules.

Ethical Hacking

Syllabus

1. Introduction

2. Infrastructure audit (I)

3. Infrastructure audit (II)

4. Web application audit

5. Mobile application audit

6. Audit reports

Requirements: Basic knowledge of Ethical Hacking 

phases and offensive security techniques and tools

Reference: DEHO 103

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


This course aims to provide professionals responsible for 

security audits and Internet infrastructures, network and system 

administrators, security officers, and security consultants with the 

knowledge required to successfully carry out the first phases of a 

web audit.

When carrying out a web audit, certain steps must be followed, 

including reconnaissance, scanning, gaining access, maintaining 

access, and covering tracks. In this course, we will focus on the 

first phase: reconnaissance. Here, the auditor has to gather all 

the possible information about the target using different  methods: 

OSINT, Fingerprinting, Metasploit, OWASP, …

The course explains the different methodologies and how to use 

the tools needed for each method.

Ethical Hacking

Syllabus

1. Reconnaissance phase

2. Fingerprinting techniques

3. Metasploit

4. OWASP and OSSTM

5. OWASP Top 10 – 2013

Requirements: Knowledge of Ethical Hacking phases 

and web application security

Reference: DEHO 201 

30h

2
Level 2

Professional

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


Following the recent cyber attacks on businesses and public 

organizations, it has become clear that the security landscape is 

changing. Consequently, we have to develop new strategies in 

order to protect our data and systems.

Pentesting is a useful way to prepare for cyber threats. A pen test 

(or penetration test) is an authorized simulation  attack on a 

computer system that looks for security weaknesses, potentially 

gaining access to the system's features and data. It is carried out 

in 5 phases: reconnaissance, scanning, gaining access, 

maintaining access, and covering tracks. During the course, 

professionals who are responsible for security audits and Internet 

infrastructures, network and system administrators, security 

officers, and security consultants will learn about the different 

techniques used to carry out the first phase of a penetration test 

(reconnaissance) on Microsoft Windows Systems.

Ethical Hacking

Syllabus

1. Introduction to Ethical Hacking. Reconnaissance 

phase

2. Fingerprinting techniques

3. Metasploit

4. Attacks on Microsoft Windows systems

5. Attacks on services and applications in Microsoft

6. Windows systems

Requirements: Knowledge on Ethical Hacking phases 

and Microsoft Windows systems

Reference: DEHO 202 

30h

2
Level 2

Professional

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


Following the recent cyber attacks on businesses and public  

organizations, it has become clear that the security landscape 

is changing. Consequently, we have to develop new strategies 

in order to protect our data and systems.

Pentesting is a useful way to prepare for cyber threats. A pen test 

(or penetration test) is an authorized simulation attack on a 

computer system that looks for security weaknesses, potentially 

gaining access to the system's features and data. It is carried out 

in 5 phases: reconnaissance, scanning, gaining access, 

maintaining access, and covering tracks.

During the course, professionals who are responsible for security 

audits and Internet infrastructures, network and system 

administrators, security officers, and security consultants will 

learn about different techniques used to carry out the first phase 

of a penetration test (reconnaissance) on GNU/Linux, Unix, and 

BSD systems.

Ethical Hacking

Syllabus

1. Introduction to ethical hacking. Reconnaissance Phase

2. Fingerprinting techniques

3. Metasploit

4. Attacks on credential systems in GNU/Linux, Unix, and 

BSD

5. Attacks on Services and applications in GNU/Linux, Unix, 

and BSD

Requirements: Knowledge on Ethical Hacking phases 

and GNY/LINUX, UNIX, and BSD  systems security

Reference: DEHO 203 

30h

2
Level 2

Professional

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


This course introduces students to web auditing and explains 

the steps involved in the process.

Students will learn the basics of Ethernet frames and wireless 

networks, how to generate their own frames, protocols of which 

Ipv4 networks are currently composed, attacks that can be carried 

out on IPv4  protocols, how to prevent them, and various other 

aspects of Ethernet communication system audits.

We will also work with various commonly-used tools, such as 

Wireshark and Metasploit. All these elements and the examples 

and exercises included make this course highly practical and 

useful for ethical hacking professionals.

Ethical Hacking

Syllabus

1. Introduction to ethical hacking. Reconnaissance Phase

2. Ethernet frames and 802.11

3. Ethernet frames and 802.11 analysis

4. Network device interoperability

5. IPv4 security

6. Ethernet frames manual handling

7. Protocols, attacks, and countermeasures

8. Enrouting protocols, attacks, and countermeasures

Requirements: General knowledge of web auditing 

and Ethernet communication systems

Reference: DEHO 204 

30h

2
Level 2

Professional

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


This course is based on the most common vulnerabilities 

listed in the OWASP Top 10 Project, with the aim of increasing 

students’ knowledge of  every action that auditors must carry 

out, according to the OWASP Testing Guide.

Each section includes practical exercises to help students to 

better understand the issues tackled, reinforcing the knowledge 

acquired and promoting research.

All this will be reviewed at expert level, so previous technical 

knowledge is desirable.

Ethical Hacking

Syllabus

1. Injections

2. Authentication processes

3. Session management

4. Cross-Site Scripting

5. DOR

6. Lack of configuration

7. Exposition of sensitive data

8. Level of Access control

9. Cross-Site Request Forgery

10. Use of vulnerable components

Requirements: Previous knowledge of security 

auditing and web application security

Reference: DEHO 301 

30h

3
Level 3

Expert

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


Nowadays, we are seeing more and more headlines relating 

to cyber attacks and cyber threats in the media. As the world 

becomes increasingly connected with the help of the Internet, 

the new digital space is more exposed to threats. Faced with 

this new landscape, many people have developed an interest 

in learning about cybersecurity and computer programming.

Both of these topics will be covered in this course. Students 

will learn how to use Python not only as a program building 

language but also to automate and define many of the tasks 

that are carried out during the security auditing process. The 

course will cover the basic programming concepts and the 

development of our own information analysis and extraction 

tools, focusing on its applications for security auditing.

Ethical Hacking

Syllabus

1. Introduction to programming with Python

2. Methodology, tools, and development  environment

3. Libraries and modules to run petitions

4. with Python

5. Data gathering with Python

6. Data extraction with Python

7. Web scraping with Python

8. Port and net scanning with Python

9. Advanced tools

Requirements: Basic knowledge of Python and 

security auditing

Reference: HYPO 102

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/hacking-etico?lang=en

https://www.arpformacion.com/hacking-etico?lang=en


Forensic

Analysis



Investigating a security incident, a system drop, data theft, or 

espionage case can be a very complex task. In this course, 

students will learn how to carry out efficient forensic investigations 

and how to obtain optimal results and digital evidence for legal  

procedures.

This course covers the techniques and tools needed to undertake 

forensic investigations on compromised targets, and the location 

and extraction of digital evidence of the actions made against the 

target.

The course includes several hours of practical investigation 

exercises for different security incidents, such as information 

leakage and computing intrusions.

Forensic Analysis

Syllabus

1. Introduction to forensic analysis

2. Forensic methodology

3. Collection process

4. Shut down system

5. Windows system artefacts

6. Network forensic analysis: analysis of

7. network logs and network traffic

8. Deployment of intrusion prevention

9. Forensics in email

10. Management and analysis of Windows logs

Requirements: Basic knowledge of operating systems, 

especially Windows

Reference: DFIO 102 

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/analisis-forense?lang=en

https://www.arpformacion.com/analisis-forense?lang=en


Secure

Development



The objective of this course is to train developers in secure 

programming and to improve security auditors’ skills for the 

analysis and assessment of application source code. 

The course exposes  students to various programming languages 

and development environments. It involves a comprehensive 

review of the risks associated with a particular environment and 

the best practices, with the help of experienced developers to 

produce secure and stable applications.

Secure Development

Syllabus

1. HTTP Protocol

2. Systems development life cycle (SDLC)

3. OWASP general concepts

4. OWASP Top Ten

5. OWASP Java Top Ten

6. Security in PHP

7. Security in .NET applications

8. Security best practices

Requirements: General knowledge of software 

development

Reference: DSDO 101 

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/desarrollo-seguro?lang=en

https://www.arpformacion.com/desarrollo-seguro?lang=en


This course aims to introduce students to secure development 

best practices and reviews the OWASP Top Ten Project and 

the secure development life cycle, knowledge of which is 

essential in this field.

The course also includes several examples to help students 

understand the theoretical concepts explained during the 

course.

Temario

1. OWASP General

2. Ciclo de vida de desarrollo seguro

3. Buenas prácticas de seguridad en el

4. desarrollo de aplicaciones

5. Vulnerabilidades de las aplicaciones

Requirements: Basic knowledge of web development

Reference: DSDO 103 

5h

1
Level 1

Associate
Secure Development

For further information clic on https://www.arpformacion.com/desarrollo-seguro?lang=en

https://www.arpformacion.com/desarrollo-seguro?lang=en


Java is one of the programming languages most widely- used by 

companies for developing management applications that are 

highly scalable and available.

Programmers must have deep knowledge of object- oriented 

programming and software architecture. This course focuses 

on the main criteria and best practices in terms of security when 

creating web applications in  Java.

Syllabus

1. OWASP Top Ten Web Application Vulnerabilities in Java

2. Secure programming of e-commerce

applications

3. Secure programming in web services

4. Web application security

5. Spring Security

6. JAAS (Java Authentication and Authorization Service) 

and Secure Communication (SSL)

7. Advanced cryptography for web applications

8. Vulnerabilities, security audits, and analysis tools

Requirements: Basic knowledge of secure development 

and web application in Java

Reference: DSDO 202

30h

2
Level 2

Professional
Secure Development

For further information clic on https://www.arpformacion.com/desarrollo-seguro?lang=en

https://www.arpformacion.com/desarrollo-seguro?lang=en


Web applications have become more and more complex. They use 

scripting languages from the client’s side, and some still use Java 

or Flash applets. Others store confidential information, use SQL 

and NoSQL data storage, and can even be used as a tunnel for 

transferring security perimeter measures, or as enablers to attack 

the client using web browsers.

PHP is a highly successful and reputable language. It has been 

adopted by some Internet giants to implement in their web 

applications, as well as by many open source tools that use the 

LAMP stack (Linux Apache MySQL PHP) for improved 

performance, such as WordPress, Moodle, and Drupal.

The aim of this course is to make both seasoned users and 

beginners more aware of the security improvements that PHP 

comes with in its latest versions and explain how to use them in 

order to facilitate the filtering, validating, and encryption of data.

Syllabus

1. PHP Data validation

2. Specific countermeasures for web  applications from O

WASP Top 10 Project

3. PHP framework security

4. Secure programming in e-commerce  applications

5. Secure Programming on the client's side

6. Secure Programming in web services

7. Advanced cryptography for web applications

8. Source code auditing and third party

components

Requirements: Basic knowledge of secure development 

on web applications and the SDLC

Reference: DSDO 203 

30h

2
Level 2

Professional
Secure Development

For further information clic on https://www.arpformacion.com/desarrollo-seguro?lang=en

https://www.arpformacion.com/desarrollo-seguro?lang=en


SIEM

Technologies



The objective of this course is to provide students with an 

introduction to SIEM (Security Information and Event 

Management) technologies and architectures, the logging 

analysis and the life cycle of an event from when it starts to 

when it is resolved, as well as incident reporting.

SIEM Technologies

Syllabus

1. Introduction to SIEM: logs and events

2. Logging

3. Security event types: aggregated or

correlated

4. Event search: queries

5. Dashboards

6. Alerts and tickets

7. Reporting

8. Vendors and open source solutions

Requirements: Conocimientos generales de  dispositiv

os de red, registros y protocolos

Reference: SIEMO 101

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/tecnologias-siem?lang=en

https://www.arpformacion.com/tecnologias-siem?lang=en


SIEM technology specialists at Deloitte's EDC have created a 

course that explains the basic concepts of a SIEM, such as its 

architecture, the functionality of each of the layers that make up 

the process, the need of its  deployment at a corporate level, 

and the role it plays within a Security Operations Center (SOC).

SIEM technologies are a widely-used tool to control information 

security present on a plethora of devices existing in large 

organizations.

Due to the elevated volume of data generated by the different 

sources, monitoring is necessary in order to avoid constant 

attacks that may affect the business continuity.

Syllabus

1. Introduction

2. Collection and EDR layer

3. Storage layer+

4. Correlation

5. Presentation layer

6. Types of service delivery and architectures

7. SIEM Intelligence

8. SOC operations

9. SIEM vendors

Requirements: Conocimientos generales de  dispositiv

os de red, registros y protocolos

Referencia: SIEMO 101

30h

1
Level 1

Associate
SIEM Technologies

For further information clic on https://www.arpformacion.com/tecnologias-siem?lang=en

https://www.arpformacion.com/tecnologias-siem?lang=en


Reverse

Engineering



The aim of this course is to introduce students to the world of 

reverse engineering and malware analysis. 

The course shows how to disassemble and unpack binary files 

and how to study the intention, functionality, and potential harm 

of a piece of malware.

Reverse Engineering

Syllabus

1. Introduction to reverse engineering

2. Compilers

3. Code reconstruction I: data structures

4. Code reconstruction II: common code

structures

5. Binary file formats and dynamic linkers

6. Static analysis: disassemblers and code

7. Dynamic analysis: code debuggers

8. Practical applications

Requirements: General knowledge of programming, 

networks, and computer systems

Reference: DREO 101 

30h

1
Level 1

Associate

For further information clic on https://www.arpformacion.com/ingenieria-inversa?lang=en

https://www.arpformacion.com/ingenieria-inversa?lang=en


This course introduces students to shellcode design in 

Windows 32 environments. Students will learn about shellcoding

and other aspects of shellcode design, such as filters, encoders, 

and decoders, as well as how to develop portable shellcodes. 

The course will also present several protection mechanisms 

incorporated into the operating system providing defense against  

shellcode possible attacks.

The reverse engineering course aims to teach students the basis 

of shellcode design at expert level, so previous knowledge in this 

area is desirable.

Syllabus

1. Introduction

2. Shellcodes introduction

3. Shellcode filters

4. Payloads

5. Defenses

Requirements: Conocimientos avanzados previos de 

ingeniería inversa

Reference: DREO 301 

30h

3
Level 3

Expert
Reverse Engineering

For further information clic on https://www.arpformacion.com/ingenieria-inversa?lang=en

https://www.arpformacion.com/ingenieria-inversa?lang=en


Mobile

Security



This course focuses on analyzing different mobile platforms, 

operating systems, and networks from a security perspective. 

The course covers the system architecture, controls for the 

protection of data at rest and in transit, as well as other security 

aspects for iOS, Android, and Windows Phone.

Mobile Security

Syllabus

1. Introduction to security on mobile platforms

2. Security in wireless networks

3. Security on Andriod

4. Security on iOS

5. Security on Windows Phone

Requirements: Basic knowledge of mobile devices and 

operating systems, especially Android and iOS

Reference: WEO 101 

30h

3
Level 1

Associate

For further information clic on https://www.arpformacion.com/seguridad-en-smartphones?lang=en

https://www.arpformacion.com/seguridad-en-smartphones?lang=en


Ciberinteligencia

y ciberseguridad



The objectives of this course are to:

• Understand the basic concepts of Cybersecurity

• Understand the meaning of Cyber Intelligence and 

Cybersecurity

• Identify Cybersecurity elements that must be strengthened

• Learn how to manage risks

Ciber Intelligence

Syllabus

1. Introduction to Cybersecurity and Cyber intelligence

2. Administrative and organizational measures

3. Mitigation technical measures

4. Introduction to communications

5. Cyber intelligence practical case

Requirements: None

Reference: SCIO 101 

30h

3
Level 1

Associate

For further information clic on https://www.arpformacion.com/ciberinteligencia?lang=en

https://www.arpformacion.com/ciberinteligencia?lang=en


Cyber Intelligence is a very important area within the realm of 

Cybersecurity. Every day, we are faced with cyber threats at both 

a corporate and a personal level. Due to this, we rely on the 

experience of our Cyber Intelligence team that has created this 

specialized course to study topics such as social engineering, 

the Deep Web, and phishing attacks.

It is essential for cyber intelligence analysts to be able to 

recognize the different types of fraud, as well as the work 

patterns of attackers. In doing so, we are able to create 

intelligence in corporations, in order to seamlessly learn about 

what we are up against and how to anticipate future attacks. 

This course has a hands-on approach that is aimed at learning 

from real examples and entices users to put the concepts learnt 

throughout the course into practice.

Syllabus

1. Basic concepts

2. Social engineering

3. Deep web: underground market and forums

4. Phishing and other types of fraud

5. Malware

6. TDS (Traffic Director System)

Requirements: Previous programming knowledge

Reference: SCIO 103

30h

3
Level 1

Associate

For further information clic on https://www.arpformacion.com/ciberinteligencia?lang=en

Ciber Intelligence

https://www.arpformacion.com/ciberinteligencia?lang=en


Respuesta ante

incidentes de

seguridad



Every day, there are more and more security incidents taking place 

in which attackers manage to break through companies’ protection 

measures. In order for businesses to protect their data and assets, 

they must be able to detect threats and respond to them rapidly. 

This course provides an overview of this topic, focusing on the 

incident response life cycle.

The course is mainly practical and presents different concepts that 

will give students a real insight into what Incident Response is and 

how to execute it. Learning how to act rapidly when faced with a 

system that has been compromised is one of the main course 

objectives, alongside gathering evidence, the attack vectors, 

persistence mechanisms, and developing indicators for system 

recovery and the organization's business activity.

Incident Response

Syllabus

1. What is incident response?

2. Strategy in an Incident Response

3. Acquiring forensic evidence

4. Treatment of evidence

5. System recuperation and mitigation methods

Requirements: Previous forensic analysis knowledge

Reference: CIRO 102

30h

3
Level 2

Professional

Más información en https://www.arpformacion.com/respuesta-ante-incidentes

https://www.arpformacion.com/respuesta-ante-incidentes
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